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1. OcHoBHBIE cBeaeHHMSI 00 H3deJIMH M TeXHHYECKHe
JAHHbIE

1.1. OcHoBHEBIE CcBEIEHUA 00 U3AEIIUU

CepBep KOMIUIEKCHOI cucTeMsl Oe3zonacHoct S5-2U-12000
HaunmeHnoBaHnue uzaenus

CTB®.426484.018-07 Ne 0000

O0o3HaueHne 3aBoICKOH HOMED

00O «OcHoBa be3zonacHocTH) « » 20 T
HaumeHnoBanue npennpusTus Jata BbllTycKa
N3TOTOBUTEIIA

CepBep KOMIUTEKCHOHM cucTeMbl Oe3omacHocTn S5-2U-12000
COOTBETCTBYET JCHCTBYIOIIEH KOHCTPYKTOPCKOM JOKYMEHTAIIUH.

1.2. Texuuueckue JaHHbIE

CepBep KOMILIEKCHOM cucTeMbl Oe3omacHocTH S5-2U-12000
(manee cepBep) mpeaHa3HAYEH I cOOpa, 00pabOTKH, XpaHSHHS U
BbIIaud  HMH(OpMAnMM B 3aBUCUMOCTH OT YCTAHOBJICHHOTO
CHEIHAILHOTO MPOTPAMMHOT0 00ECIICUCHHS.

CepBep ocHameH KoHTpoiuiepoM STS-4940, koTopslit
MO3BOJISIET  OCYHIECTBIISITH MOHHTOPWHT CE€pBepa, a TakKxKe
BBINOJIHAT aNMapaTHBIM Mepe3alycKk cepBepa B cilydae MOTepH
OTBETa B TEUYECHUE 3a]aHHOTO BPEMEHH.

CepBep KOHCTPYKTHBHO BBINIOJIHEH JJI1 MOHTaxa B 19-Tu
JFOIMOBYIO CTOMKY, KOMIUIEKTYETCS Calla3KaMHu.

TexHudyeckue XapakTEepUCTUKUA CepBepa MPHUBEICHBI B
Tabmure 1.

Tabmuna 1
HaumeHnoBanue nmapamerpa 3HaueHue
O0neMm xecTkoro aucka, I'b 12000

Bpewmst npuBenenust B pabouee cocTosiHUE

2
He 0oJiee, MUH.

Bpewmst HenpepbIBHON pabOTHI HE OrPaHUYEHO

2 CTB®.426484.018-07I1C

12. Kiaunentckas noaaep:kka

Ciayx0a TeXHHYECKOil TONIEPKKH M CEPBHCHOIO
00CTy:KUBAHMS
Tenedon: +7 (8652) 504-504
WhatsApp: +7 (968) 852-44-44 (TOabKO TEKCTOBBIE COOOIICHHMS)
Email: support@stilsoft.ru
Be06-caiit: www.stilsoft.ru

ITopsinok nepenayu u3aenus Ha TapaHTUNHBIA PEMOHT:

- TOJTOTOBUTHh JIOKYMEHTBHI JUII OTIPABKU  H3JCIHS:
MacropT U akT o HepaborocrnocoOHocTu. [lpu yrepe macmopra
HEOOXOAUMO CcIeIaTh ero ayonaukar Ha Be6-caiite: Www.stilsoft.ru
B pazzene «Texnogaepxka» — «3aKazarh JyOJIHMKaT acopray;

- yIakoBaTh M3JEIHE B COOTBETCTBUU C M. 7.4 JaHHOTO
MacropTa;

- OTIPaBUTh HU3JCIHE B IIEHTP CEPBUCHOTO OOCITY)KHBAHUS
o axpecy: 355042, r. CraBponosib, yi. BacunskoBas, 29. OO0
«OcnHoBa be3onacHocT Y.

rapaHTHfIHLIe 00s13aTeNbCTBA NpeaAnpuATUA-U3TrOTOBUTECIIA
MpEeKpamaroT CBOC I[GﬁCTBH@, B ClIydasXx €CJIN U3ACIIUC:

- HMECT MCXAHUYCCKUC IMOBPCIKIACHHA, BOSHHUKIINUC HE IIO
BUHC MPCANIPUATUA-UITOTOBUTECIIA;

- HMCECT COpPBAaHHBIC NN 3aMCHCHHBIC HJ'IOM6BI,
YCTAHOBJICHHBIC ITPH BBIITYCKEC,

- YCTAQHOBJICHO WM OKCILUTYaTHPOBAJIOCH C HAPYHIICHUCM
YCJ'IOBI/Iﬁ MOHTa)Ka/BKCHHyaTaI_II/II/I.

[Ipumeuanue — Ecinum Ha u3nenuu HapylieHa IEIOCTHOCTh
3aBOJACKHUX ILIOMO NpeaAnpuATrd HU3roTOBUTCIIA, WM HMCIOTCA HWHBIC
clieJibl MOCTOPOHHETO BMEIIATENbCTBA, OHO IMOJJIEKUT TFapaHTUHHOMY
PEMOHTY TOJIBKO IIPU HAJIMYWU Pa3pCUHICHUSA O CHATUA 3aBOACKUX IOMO
OT TEXHUUYECKOH moanep Xk «CTUincory.

CTB®.426484.018-07I1C 19
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10. Caenennsi 00 yTuau3auuu

Ilo ucreueHun cpoka ciaykObl U3AEIUE AEMOHTUPYETCS U
OTIIPABJIACTCS MPEAIPUATUIO-U3TOTOBUTEIO.

11. Oco0bie 0TMETKH

18 CTB®.426484.018-07I1C

Pecypc 10 npoduiakTH4eckoro

4400
00CTy)KUBaHUS HE MEHEe, U
Hanpspkenue anekrponutanus ogHOpa3HOM 220(+10%) / 50
cetu, B/ T'1q
MaxkcuManbHas motpedasieMasi MOIITHOCTb, 135

He Oojree, BT

- OC «Astra Linux

Special Editiony,

penus «Open»
YcTaHOBIIEHHOE TPOrPaMMHOE

- AHTUBHDYC
obecrnieueHue

Kacnepckoro

- CIIO «Cuneprer

KCBO»
["aGapuTHbIC pa3Mepbl, MM 533x430x89
Macca, He OoJiee, KT 10
Juanazon pabounx temnepatyp, °C oT +5 no +40

1.3. JlparomieHHbIe MaTepuaibl B cepBepe KOMIUICKCHOU
cuctemsl 6e3omacHocta S5-2U-12000 oTcyTcTBYIOT.

2. KoMmiekTHOCTD

CepBep KOMILJIEKCHOW CHCTEMBI 0€30TIaCHOCTH

S5-2U-12000 1 .
Kabenp nuranus 1 m.
JIutieH3ust Ha OTIEPAIMOHHYIO0 cucTeMy «Astra Linux

Special Edition», penu3 «Open», PYCB.10015-10 1 .
Kaspersky Endpoint Security ans Linux (JIumen3sus) 1 7ks.
Penbcbl yHUBEpCanbHbIE 1 k-T.
ITaciopt 1 5k3.
VYnakoBka I mr.

3. Pecypchl, cpokHM Ciayxk0bl W XpaHeHMs, TapaHTHH
HU3rOTOBUTEJIA (MOCTABIIMKA)

3.1. CpenHuii cpok ciykObl 10 ClICaHUs! HE MeHee 8 JeT.
3.2. 'apaHTHN U3TOTOBUTEIIS.

CTB®.426484.018-07I1C 3




3.2.1.Tlpennpusitie-u3roTOBUTEINb rapaHTUPyeT
0€30TKa3HyI0 padOTy W3MENHs TPHU COONIIOIEHUU TOTpedUTeIeM
NpaBWJI  TPAHCIOPTUPOBAHUS,  XpaHEHUS,  MOHTaXa U
JKCIUTyaTallid C MOMEHTAa TMOANHMCAHUS 3aKa34yuKkoM AKTa
npreMa-caauu u3J1eusl.

3.2.2. Cpoxk xpanenus uzaenusi 3 roga, no rpymmne 3 [OCT
15150-69 B ymakoBKe IIOCTaBIIMKa, C JIaThl H3TOTOBJICHUS
nsznenus. Bo3aencTerue arpecCUBHBIX Cpell B IPOLECCE XPAHCHUS
HE JIOMyCKaeTcs.

3.2.3.T'apanTuiiHblii CpOK JKCIUTyaTanuu 2 roja C J1aThbl
MTOCTABKU U3JCIHI.

3.2.4. Yka3aHHble CpPOKH CITY>KOBI u XPaHCHUS
JNCHUCTBUTENBLHBI MPU COOJIIOJICHUU TIOTpeOUTEeNIeM TpeOOBaHUSIM
JEUCTBYIOLIEH HKCILTyaTallAOHHOW JOKYMEHTAlUHU.

3.2.5.B cirydae BO3HMKHOBEHHUSI HEHCIIPABHOCTH B TCUCHHE
rapaHTUITHOTO CpOKa U3AeNusi 0€3BO3ME3THO PEMOHTUPYETCS UITU
3aMEHSICTCS TPH YCIOBHH COXPAHHOCTH IUJIOMO TIPEIIPHUSITHS-
nzroroButens B cootBercTBuM ¢ ['OCT P 55754-2013.

3.2.6.B 0co0bIx ciydasx (s JHArHOCTHKU 00O0PYIOBAHHUS
win ocyuectBiaenuss TO), BO3MOXKHO HapylleHHUE TapaHTUHHBIX
IOMO  TIPEeNNPHUATHI-U3TOTOBUTENA. i1 3TOro HEOOXOAMMO
MOJIYYUTH Pa3pelieHre B CIy)0e TeXHUUYECKON MOACPKKH.

4. KoncepBanust

Cpox OJDKHOCTBD
HanmenoBanue N P A ’
Jara JeNCTBH, bamunus u
paboThl
TOabl OINUCH

CTB®.426484.018-07I1C
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BHUMAHMUE!!!! [lnsa BbinosHeHuss GyHKIUIA MOHMTOPHUHIA
cepBepa 00si3aTeJIbHBIM YCJIOBHEM SIBJISCTCH MOAKJIIYEHHE
KoHTpoJiepa STS-4940 k cerm Ethernet. Kourposuiep u
cepBep A0J:KHbI HAXOAUThCS B 0/IHOI BHIYMCJIHUTEIbHON CeTH.

[Ipu nocTaBke NPUMEHSIOTCS CIEAYIOIINE HACTPONKHU:

Jloruu [Tapons 11 Bxoaa
bios - bios777 uiu bios
oC User adm777
STS-4940 admin admin

IP-anpec:

- cepBepa: 172.16.16.1
- koHTpoJutepa STS-4940: 172.16.16.5
s obecnieueHUs Oe30ImacHoi
PEKOMEHIYETCSI CMEHUTD TTAPOJIH.
9.8. Texuuueckoe o0CITyKMBAHUE
[Topsimok TpoBEACHMSI TEXHUYECKOTO OOCTYXHBAHUS H
00BeM paboT yCTaHABIMBAETCS B PYKOBOJCTBE IO IKCIUTyaTalllH
Ha KOMITJICKC B COCTaB KOTOPOTO BXOIUT u3nenue. CBeACHHS TI0
y4eTy TEeXHHUECKOTO OOCTYKMBAHUS 3aHOCSITCS B TA0IUILY 2.
Tabnuma 2

9KCILTyaTalluu

o JomxHOoCTb,
E w Hapa6oTka Gbamunus u
g = OcHoBaHue 2
= MTOJIITHCH =
28 (HanmeHoBa C g
Hara = ; SR -HHE, HOMEP 1 E g
X 5] =
S5 gE2E gsg mmm EZED £ » g
3] ) S 5]
E(kg e g = g E 3 JOKyMEHTa) = Ekg ?8 =
M g & og 2% & o g
A &5
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5. CBuAeTENbCTBO 00 YIAKOBLIBAHUH

CBUJETEJILCTBO Ob YITAKOBbBIBAHUN

CepBep KOMIUIEKCHOM cucTteMbl Oe3omacHoctu S5-2U-12000
HaI/IMeHOBaHI/Ie n3aciua

CTB®.426484.018-07 Ne 0000

O6o03HaueHme 3aB0oJICKOH HOMED

000 «OcHoBa be3zonacHocTn»
HaI/IMeHOBaHI/Ie HUIJIN KO U3TrOTOBUTECIIA

VYnakoBat (a)

COIJIaCHO TpPeOOBAaHUAM, IPETYCMOTPEHHBIM B JEHCTBYOIIEH
TEXHUYECKOHN TOKYMEHTALINH.

JIOJKHOCTh JIM4HAs NTOANUCH pacumppoBKa NOAMUCH

roa, MeCA1, 4YucCjio

Apt.00.00

CTB®.426484.018-07I1C




6. CBPI}]CTC.TIBCTBO 0 IIPUEMKE

CBUAETEJIBCTBO O ITPUEMKE

CepBep KOMIUIEKCHOI cucteMsl Oe3onacHoct S5-2U-12000
HANMMCHOBAHUEC U3OCIINA

CTB®.426484.018-07 Ne 0000

0003HaYeHNE 3aBOJICKON HOMED

W3TOTOBJICH (2) U MPHUHAT (a) B COOTBETCTBUU C 00S3aTEIbHBIMU
TpeOOBAaHUSIMU TOCYIAPCTBEHHBIX (HAIIMOHAIBHBIX) CTaHIAPTOB,
NEHCTBYIONIEH TEXHUYECKOW JOKYMEHTalluu M Tpu3HaH (a)
roJIHBIM (Oif) JUIsl KCIUTyaTalllH.

Havamsauk OTK
MI1

JIM4YHas MoAIuCh pacnn/l(prBKa MNOAITHUCH

rOJI, MECSIII, YNCIIO

CTB®.426484.018-07I1C

\ [Todkmgverue kadens numasus

Pasvem dng nodkmwyenus LAN Ethernet

kowmponnepa STS-4940

Pazvems USB 30

|
\
\ Pazver HOM dng nodkgqenus mowumope

\ Pazver VGA dns nodkmpyerus MoHumopa

N\
\

Pazbems dng nodkmoyenus ayduoycmpoicmb
[Todkmoqerue cemu Fthernet

Pasvems USB 20

Pasver DVI dng nodkmwyesus morumapa |

[Todkmp4erue MaHunyAsmopa muna ‘Melws” /

uny knabuamypsl

Pucynox 1 — [Mogkmrouenue cepBepa (BHEIIHHUI BU U
pacmoIoKeHNe Pa3bEMOB MOXKET OTJIIMYATHCS OT MPUBEEHHOTO)

CTB®.426484.018-07I1C
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9. 3amMeTKH MO KCIUIYyaTAIUM U XPAHEHHUIO

9.1. Ctporo 3ampermaercsi CpbIBaTh 3allUTHBIC HAKJICHUKH,
JIOTOTHITBI ¥ TUTOMOBI.

9.2. 3ampemaercs  MOABEpPraTh  M3JENNE  BO3ICHCTBUIO
HANpaBJICHHOTO  DJIEKTPOMArHUTHOTO M HMOHU3UPYIOLIETO
U3ITy4YCHUSI.

9.3. 3anpemaercs MpoBeAcHUE JIOOBIX PabOT B KoOpmyce
W3JIENNs1, HAXOSILEroCs MO HapsKEHUEM.

9.4. Ilepen Ha4yajoM AKCILTyaTaluu HE00X0MMO
BBIJICP)KaTh M3JIEJIME HE MEHEee JByX YacoB B TEMIIEpaTypHBIX
YCIIOBHSIX DKCILTyaTaIlHH.

9.5. HeoOxoaumMo  COXpaHATh  YNAKOBKY B  TEYCHHE
rapaHTUHHOTO CPOKA IKCILTyaTallHH.

9.6. K MoHTaxxy U 00CTY>KMBAaHUIO HM3JENUs JTOMYCKAIOTCS
7N, [POUICAIIME  MOJArOTOBKY W O3HAKOMJICHHBIE  C
IOKyMEHTaleld Ha W3JeNue, 3HAIONME MPaBWIa TEXHHUKH
0€30MacHOCTH M HUMEIOIKE KBATM(GUKAMOHHYIO TPYHIIY II0
TEXHHUKE 0€30MaCHOCTH HE HUXKE TPETHEH.

9.7. llogxmroyeHwe cepBepa MPUBEICHO HA PUCYHKE 1.

14
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7. JIBUKeHMe M3eUs B IKCILTyaTAlMU

7.1. JIBuKeHue u3JIeaus Py dKCIUTyaTalluu
Hapab6otka =
@] w
> = w = g o E
) = 9 0w
a = = = = = an
S = = S ) T 5 =53
b= =] ) < = H o o m =
[ = T 5 s o 2 & < s
I3 < o < B 2 Bz o K
> 5 < ) =5 5 = = o %
Q & s > 89 =i E 2
< >~ < = H Q = = > = [ o
& E g o = o 8 £
= 2} = o B S & = ST
¢ 2 i i
= [ r.':'i = = g\‘

CTB®.426484.018-0711C




7.2. Ilpuem u nepenaya u3eaus
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IIpumeuanue

CTB®.426484.018-0711C

8.2.3. CBHIETETLCTBO O MPUEMKE M TapaHTUHU

CBUIETEJIBCTBO O ITPUEMKE U TAPAHTUN

CepBep KOMIUIEKCHOM cucteMbl Oe3omacHoctu S5-2U-12000
HAMMCHOBAHUEC U3ACIIUS

CTB®.426484.018-07 Ne 0000

0003HaYeEHHE 3aBOJICKON HOMED

BHJ PEMOHTA

HavMEHOBaHHE TPEIPUSITHS, YCIOBHOE 0003HAUCHHE

COrJjIaCHO

BUJ JOKYMCHTA

[TpunsT (a) B COOTBETCTBUM C 00s3aTENbHBIMU TPEeOOBaHUSIMU
rOCyJapCTBEHHBIX (HALMOHAJbHBIX) CTAHAAPTOB U JAEUCTBYIOLICH
TEXHUYECKON JTOKyMEHTAllMed W Tpu3HaH (a) roaHbIM (OH) uist
HKCIUTyaTal1H.

Pecypc o ouepennoro pemonra

napaMeTp, ONpeeNIONUNR pecype
B TEUEHUE CPOKA CIIYKObI neT (roaa), B TOM YHCIIE CPOK

XpaHCHUA

YCIIOBHS XpaHEeHUS JIET (TOAa).

HUcnomanTtens PEMOHTA TapaHTHPYET COOTBETCTBUC M3ACIIHA
TpeOOBaHUAM JIEHCTBYIOIIEH TEXHUYECKOH JIOKYMEHTAlUU IpH
coOnrofeHnn  moTpedureneM  TpeOOBaHUW  JAEWCTBYIOLIEH
HKCIUTYaTallMOHHON JOKYMEHTAIMH.

Hauvaneank OTK
MII

JIMYHas IMoAIncCh paCHII/I(i)pOBKa IIOAIMHUCHU

rojg, MECi1, YUCJI0

CTB®.426484.018-07I1C 13




8.2. Pemonrt

8.2.1.B cnyuae MNpexIEBPEMEHHOIO BBIXOJAa U3 CTPOs
U3JIeNIie B PEMOHT HANpaBJSIETCS C TMOJHOCTHIO 3aIllOJHCHHBIM
[acropToM, MOPSAAOK TPEIbSABICHUS pEKJIaMaluid COTJIacHO
I'OCT P 55754-2013. IIpu OTCYTCTBMHU 3aIllOJTHEHHOTO IAcIopTa
peKIIaMaIy He TPUHUMAOTCSI.

8.2.2. KpaTkue 3anucu o Mpon3BEICHHOM PEMOHTE

KPATKHUE CBEAEHNMA O ITPOU3BEJJEHHOM PEMOHTE

CepBep KOMIUIEKCHOI cucTeMsl Oe3onacHocTi S5-2U-12000
HAMMCEHOBAHUEC U3ACIIUA

CTB®.426484.018-07

0003HaUeHHE

Ne

SaBOI[CKOﬁ HOMCD

NpEeANpUsATHE, JaTa

HapaOoTka ¢ Hayana sKcIuTyaTanum

napamerp, XapaKkTepU3yIOIHiA Pecypc HIIH CPOK CITYKOBI

HapaGoTka nocie nocieHero peMoHTa

napamerp, XapakTepU3yIOIHiA Pecypc HIIH CPOK CITYKOBI

[TpryrHa NOCTYIUIEHUS B PEMOHT

CBe]IeHI/ISI O MPOU3BCACHHOM PEMOHTEC

BUJ PEMOHTA U KPATKUC CBEACHUS O PCMOHTE

12 CTB®.426484.018-0711C

7.3. CBeieHMs 0 3aKpEIICHUHN U3ENHS IPU SKCIUTyaTaIlluu

HanmenoBanue
HM3IETIUs
(cocraBHOI
4acTH) U
0003HaYEHHE

JIOKHOCTB,
bamunus u
HHUIIAAITBI

OcHoBaHue
(HanMeHOBaHHE, HOMEP U
Jlata JOKyMEeHTa)

3akpernieHue

OTKpermieHne

IIpumeuanue

CTB®.426484.018-0711C




7.4. OrpanudeHust MO TPAHCTIOPTUPOBAHHUIO

7.4.1. Ycnosus TPaHCIIOPTUPOBAHUS JIOJIKHBI
COOTBETCTBOBATh B YACTH BO3/EHCTBHS MEXaHUYECKUX (PaKTOPOB
o rpymnmne «K» 'OCT 23216-78 n:00bIM BUJIOM TpaHCIIOPTA, a B
YacTH BO3JEHCTBUA KIMMAaTH4eCKUX (akTopoB mo rpymnme 3
I'OCT 15150-69.

7.4.2.PaccTaHOBKa W KpEIUICHUE TPAHCIIOPTHOW Taphl ¢
YIIAKOBaHHBIM H3JICIMEM B TPAHCHOPTHBIX CPEICTBAX JOJIKHBI
o0ecrieynBaTh YCTOWYMBOE IOJIOKECHHE TPAHCIIOPTHOW Tapbl U
OTCYTCTBHE €€ IepeMEeLIeHNs BO BpeMsl TPAaHCIIOPTHPOBAHHUS.

7.4.3.1lepen TpaHCTIOPTUPOBAHHEM HEOOXOIUMO yOEIUTHCS
B IIEJIOCTHOCTH 3aILUTHBIX IUIOMO Ha U3JIEJINU.

7.4.4.1lpn oTnpaBke U3JENUsS B PEMOHT, 10 BO3MOKHOCTH
yIIaKOBaTh €r0 B OPUTMHAIILHYIO YIIAKOBKY.

7.45.B cnydyae OTCYTCTBUS OpPWUIMHAJIBHON YIAKOBKH,
U3JeNIe YNaKoBaTh B YIAKOBOUHBIA SIIMK, IPEIBAPUTEIBHO
IIOMECTUB €ro B 4€XO0J W3 IMOJUATWICHOBOM IUIEHKHU. M3nenue B
YIIaKOBOYHOM  SIIIUKE JOJDKHO  OBbITh  IPEAOXPAaHEHO  OT
nepeMeIieHus IepEeBIHHBIMU WM TICHOTIACTOBBIMU KOJIOIKAMU

7.4.6. YnakoBka JOJKHA COOTBETCTBOBaTh TPEOOBAHUIM
I'OCT 23088-80 m oOecreuynBaTh COXPAaHSIEMOCTb B YCIOBHAX
TPaHCHOPTUPOBAHUS.

7.4.7.YIakOBOYHBIA  SIMIUK  JOJDKEH  HMETh  OIHCH
BJIOXKEHUH, COTTIACHO KOTOPOH MPOU3BOJAT YIIAKOBKY.

7.4.8.Ha ynakoBOYHOM SIIIMKE YKa3aTh IOJIHBIA ITOYTOBBIH
ajZipec OTIpaBHUTENs, BKIIOYas HMHJIEKC, JaHHbIE KOHTAKTHOTO
nuna, TeneQoH.

7.4.9.3anpermiaercst XpaHeHUE U TPAHCIOPTUPOBAHHUE IPH
HAJIMYUM B OKPYXKAIOIIEM BO3AyX€ TOKOIPOBOASAIIEH MbLIH,
arpecCHUBHBIX ITAPOB U Ta30B.

10 CTB®.426484.018-07I1C

8. PeMOHT 1 yueT padoThl 10 010/UIETEHSIM U YKA3aHUSIM

8.1. Yuer paboThl O OIOJIJIETEHSIM U yKa3aHHUSIM
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