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1. OcHoBHBIE cBeaeHHMSI 00 H3deJIMH M TeXHHYECKHe
JAHHbIE

1.1. OcHoBHEBIE CcBEIEHUA 00 U3AEIIUU

CepBep KOMILIEKCHOI cucteMsl OezonacHoct S5-2U-1000
HaunmeHnoBaHnue uzaenus

CTB®.426484.018-10 Ne 0000

O0o3HaueHne 3aBoICKOH HOMED

00O «OcHoBa be3zonacHocTH» « » 20 T
HaumeHnoBanue npennpusTus Jata BbllTycKa
N3TOTOBUTEIIA

CepBep KOMIUIEKCHOH cucteMbl Oe3onmacHoctn S5-2U-1000
COOTBETCTBYET JICHCTBYIOIIEN KOHCTPYKTOPCKOM JIOKYMEHTALHH.

1.2. Texunueckue JaHHbIE

CepBep KOMIUIEKCHOW cucTeMbl Oe3omacHoct S5-2U-1000
(manee cepBep) mpeaHa3HaYCH I cOopa, 00paObOTKH, XpaHCHUS U
BBIaYM  WH(OpPMAIIMM B 3aBHCHMOCTH OT YCTaHOBJICHHOTO
CHEIHAILHOTO MPOTPAMMHOT0 00ECIICUCHHS.

CepBep ocHameH KoHTpoiuiepoM STS-4940, koTopblit
MO3BOJISIET  OCYIIECTBISITH MOHHMTOPUHI cepBepa, a TakKxke
BBITIOJIHATE alTapaTHBIA Tepe3alycK cepBepa B CiIydae MOTepH
OTBETa B TEUYECHUE 3a]aHHOTO BPEMEHH.

CepBep KOHCTPYKTUBHO BBIIIOJIHCH IJIsI MOHTAa>Xa B 19-tn
I[I'OI\/‘IMOBYIO CTOfIKy, KOMIUJICKTYCTCS CaJIa3KaMH.

TexHudeckne XapakTEpUCTUKM Ce€pBepa INPUBEACHBI B
Tabmure 1.

Tabmuma 1

HanmMeHnoBanue mapamerpa 3HaucHue
O0neM xkecTkoro aucka, I'b 1000
O06nem onepaTtuBHOU maMsTH, ['b 16

Bpems nipuBeieHus B pabouee COCTOSIHHE 2
He 0oJiee, MUH.

Bpewms HenpepbIBHOM pabOThI HE OIPAHUYEHO

CTB®.426484.018-1011C

12. Kiaunentckas noaaep:kka

Ciayx0a TeXHHYECKOil TONIEPKKH M CEPBHCHOIO
00CTy:KUBAHMS
Tenedon: +7 (8652) 504-504
WhatsApp: +7 (968) 852-44-44 (ToabKO TEKCTOBBIE COOOIICHHMS)
Email: support@stilsoft.ru
Be06-caiit: www.stilsoft.ru

ITopsinok nepenayu u3aenus Ha TapaHTUNHBIA PEMOHT:

- TOJATOTOBUTH JOKYMEHTBHI JUIi OTIPABKH  H3ICIIHS:
MacropT U akT o HepaborocrnocoOHocTu. [lpu yrepe macmopra
HEOOXOAUMO CcIeIaTh ero ayonaukar Ha Be6-caiite: Www.stilsoft.ru
B pazzene «Texnogaepxka» — «3aKazarh JyOJIHMKaT acopray;

- yIaKkoBaTh M3JEIHE B COOTBETCTBUHM C M. 7.4 MaHHOTO
MacropTa;

- OTIPaBUTh HU3JCIHE B IIEHTP CEPBUCHOTO OOCITY)KHBAHUS
o axpecy: 355042, r. CraBponosib, yi. BacunskoBas, 29. OO0
«OcnoBa be3onacHocTn.

rapaHTHP’IHLIe 00s13aTeNbCTBA NpeaAnpuATUA-U3TrOTOBUTECIIA
MpEeKpamaroT CBOC I[GﬁCTBHG, B ClIydasdaX €CJIU U3ACIIUC:

- HMECT MCXAHUYCCKUC IMOBPCIKIACHHA, BOSHHUKIINUC HE IIO
BUHC MPCANIPUATUA-UITOTOBUTECIIA;

- HMCECT COpPBAaHHBIC NN 3aMCHCHHBIC HJ'IOM6BI,
YCTAHOBJICHHBIC ITPH BBIITYCKEC,

- YCTAQHOBJICHO WJIM OKCILUTYaTHPOBAJIOCH C HAPYHICHUCM
YCJ'IOBI/Iﬁ MOHTa)Ka/BKCHHyaTaI_II/II/I.

[Ipumeuanue — Ecnum Ha u3nenuu HapylieHa IEIOCTHOCTh
3aBOJACKHUX ILIOMO NpeaAnpuATrd HU3roTOBUTCIIA, WM HMCIOTCA HWHBIC
clieJibl MOCTOPOHHETO BMEIIATENbCTBA, OHO IMOJJIEKUT TFapaHTUHHOMY
PEMOHTY TOJIBKO IIPU HAJIMYWU Pa3pCUHICHUA O CHATUA 3aBOACKUX IOMO
OT TEXHUUYECKOH moanep Xk «CTUincory.

CTB®.426484.018-101T1IC 19
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10.

Ilo ucreueHun cpoka ciaykObl U3AEIUE AEMOHTUPYETCS U

Crenenusi 00 yruiau3amuu

OTIPABJIACTCA IIPEAITPUATUIO-U3TOTOBUTECIIIO.

11.

Oco0bie 0TMETKH

18

CTB®.426484.018-1011C

HaunmenoBanue mapamerpa 3HaueHue

Pecypc 1o npodunaktuyeckoro

4400
oOcTyKMBaHUS HE MEHEe, 4
HanpﬂnceHI/Ive 3JIEKTPOIUTAHUS 220(+10%) / 50
onHo(aznoii cetn, B/ '
MaxkcumanpHas moTpebisieMasi MOITHOCTb, 135

He Oojiee, Bt

- OC «Astra Linux

Special Editiony,

penus «Open»
YcTaHOBIIEHHOE TPOTPAMMHOE

- AHTUBUDYC
oOecrnieueHue

Kacnepckoro

- CIIO «Cuneprer

KCBO»
["abapuTHbIE pa3mMepsl, MM 560x480x95
Macca, He 6oiee, KT 10
Jlnana3oH pabouux temmneparyp, °C ot +5 no +50

1.3. JlparomieHHbIe MaTepuaibl B cepBepe KOMIUICKCHOU
cuctembl 6e3omacHocta S5-2U-1000 otcyTcTBYyIOT.

1.4.B cepBepe KOMIUIEKCHOM cHCTeMbl 0€30IacHOCTH
S5-2U-1000  otcyrctByroT  cpeiactBa  mmdpoBaHUS U
KpUHOTOrpaduu.

2. KoMmjieKTHOCTD

CepBep KOMIUIEKCHOM cucTembl 6e3omacHoctu S5-2U-1000 1 mt.

KabGenp nmutanns 1 .
JluiieH3us Ha OTIepaIMOHHYIO cucTeMy «Astra Linux

Special Edition», penmus «Open», PYCB.10015-10 1 .
Kaspersky Endpoint Security ans Linux (JIumen3sus) 19x3
Pernbcrl yHEBEpCATBHBIE 1 k-T.
ITaciopt 1 5k3.
YnakoBka 1 mr.

CTB®.426484.018-1011C 3




3. Pecypcbl, cpoku ciay:kObl M XpaHeHUsI, TapaHTUH
HU3rO0TOBUTEJIS (MIOCTABIINKA)

3.1. Cpennuii cpok CIrykOblI 10 CITUCaHMs HE MeHee 8 JIeT.

3.2. 'apaHTHU U3TOTOBUTEIIS.

3.2.1.TIlpennpusitie-u3roToOBUTEINb rapaHTHPYeT
0€30TKa3HyI0 padOTy W3JEeNHs MpU COOIIOJEHUHN TOTpeduTeneM
MpaBWJI  TPAHCIOPTUPOBAHUS,  XpaHEHUS,  MOHTaXa U
JKCIUTyaTallil C MOMEHTAa TMOANHMCAHMS 3aKa3uyukoM AKTa
npreMa-caaun U3Jeusl.

3.2.2.Cpox XpaHeHus wu3Aenus 3 Toja, mo rpynme 3
I'OCT 15150-69 B ymakoBKe MOCTaBIIMKA, C JAAThl U3TOTOBJICHUS
uznenusi. Bo3aelicTBue arpecCUBHBIX Cpell B MPoOLecce XpaHEHUS
HE JIOIyCKaeTcs.

3.2.3.T'apanTuiiHblii CPOK O3KCIUTyaTallMu 2 ToJla C JaThl
MTOCTABKU M3/ICITH.

3.2.4. Yka3aHHble CpPOKH CITY>KOBI u XPaHCHUS
JEUCTBUTENBHBI MPU COOJIIOJIEHUU NOTpeduTeneM TpeOOBaHUSIM
JENCTBYIOLIEH HKCILTyaTallAOHHOW JOKYMEHTAIUU.

3.2.5.B cirydyae BO3HUKHOBEHHUSI HEHCIIPABHOCTH B TCUCHHE
rapaHTUIHOTO CpOKa U3AeNusi 0€3BO3ME3THO PEMOHTUPYETCS WU
3aMEHSIETCS TPH YCIOBHH COXPAHHOCTH IIIOMO TIPEIIPHUSITHS-
usroroButens B coorBerctBuu ¢ ['OCT P 55754-2013.

3.2.6.B 0co0bIX ciydasx (s JHarHOCTHKH 00O0PYIOBAHHUS
win ocymiectBiaeruss TO), BO3MOXKHO HapyllIeHHUE TapaHTUHHBIX
IOMO  TIPEeNNPHUATHI-U3TOTOBHTENA. JlJIT 3TOro HEOoO0XOAMMO
MOJIYYUTh Pa3pelIeHre B CIy)0e TeXHUUECKON MOACPKKH.

4. KoncepBauusi

Cpoxk OJDKHOCTD
HaunmenoBanue N P A ’
Jara JICVCTBUS, bamMunus u
paboThI
roJIbl [MOINACH

CTB®.426484.018-1011C

Tabmuma 2
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[Ipu mocTtaBke NPUMEHSIOTCS CJIEIYIOIINE HACTPOMKH:

Jloruu [Tapons 11 Bxoaa
bios - bios777 uiu bios
oC user adm777
STS-4940 admin admin

IP-anpec:

- cepsepa: 172.16.16.1
- koHTposutepa STS-4940: 172.16.16.5
st obecrniedueHus Oe3omacHoi
PEKOMEHIYEeTCsI CMEHUTh apOJIH.
9.8. Texunveckoe 0OCITyKHBaHHUE

9.8.1. lna cepBepa YCTAaHOBJICHBI CIEAYIOUIUE BUJIBI

TEXHUYECKOTO O0CITYKUBAHHMS:
- KoHTpobHBIN OCMOTD;
- Texuuueckoe oo0cmyxuanue Nel (TO-1);
- Texuuueckoe oocnyxuanue Ne2 (TO-2).

9.8.2. KOHTpPOJNBHBII OCMOTP MPOBOIUTCS CIICIIUATUCTOM
nepes KaxabIM BKIIOYEHHEM CepBepa BHEITHUM OCMOTPOM.

9.8.3. Texnmueckne obcayxuBanuss TO-1 u TO-2
npeJHa3sHaueHbl Ui MOJJEpKaHUS U3JeNus B HCIPAaBHOM
COCTOSIHUH.

ITopsimok mpoBeneHUs] TEXHUYECKOTO OOCTYXMBaHUSA U
o0bem padot TO-1 u TO-2 ycranaBiauBaeTcst B pyKOBOJCTBE IO
sKcIutyatanuu. CBeJleHHs 10 y4eTy TEXHUYECKOTO 00CTyKUBaHHS
3aHOCATCS B TaONMIy 2.

JKCIUTyaTaluu

16 CTB®.426484.018-1011C

5. CBuAeTENbCTBO 00 YIAKOBLIBAHUH

CBUJETEJILCTBO Ob YITAKOBbBIBAHUN

CepBep KoMIUIEKCHOM cucTeMbl be3omacHoctu S5-2U-1000
HaI/IMeHOBaHI/Ie n3aciua

CTB®.426484.018-10 Ne 0000

O6o03HaueHme 3aB0oJICKOH HOMED

000 «OcHoBa be3zonacHocTn»
HaI/IMeHOBaHI/Ie HUIJIN KO U3TrOTOBUTECIIA

VYnakoBat (a)

COIJIaCHO TPeOOBAHUSAM, IPETYCMOTPEHHBIM B JIEHCTBYIOILEH
TEXHUYECKOHN TOKYMEHTALINH.

JIOJKHOCTh JIM4HAs NOAINCh pacumppoBKa HOATUCH

roa, MeCA1, 4YucCjio

Apt.00.00

CTB®.426484.018-1011C




6. CBPI}]CTC.TIBCTBO 0 IIPUEMKE

CBUAETEJIBCTBO O ITPUEMKE

CepBep KOMIUIEKCHOM cucTeMsl be3zonacHoctu S5-2U-1000
HANMMCHOBAHUEC U3OCIINA

CTB®.426484.018-10 Ne 0000

0003HaYeHNE 3aBOJICKON HOMED

W3TOTOBJICH (2) U MPHUHAT (a) B COOTBETCTBUU C 00S3aTEIbHBIMU
TpeOOBAaHUSIMU TOCYIAPCTBEHHBIX (HAIIMOHAIBHBIX) CTAHIAPTOB,
NEHCTBYIONIEH TEXHUYECKOW JOKYMEHTalluu M Tpu3HaH (a)
roJIHBIM (Oif) JUIsl KCIUTyaTalllH.

Havamsauk OTK
MI1

JIM4YHas MoAIuCh pacnn/l(prBKa MNOAITHUCH

rOJI, MECSIII, YNCIIO

CTB®.426484.018-10I1C

\ [Todkmwyerue kaoens numanus

Pasvem dng nodknwqerus LAN Fthernet

koumposnepa STS-4 940

—

| Pazvems USB 30
\ Pazverm HOM G5 nodkmwyerus MoHumope

\ Pasver VGA dna nodkmwerus MoHumopa

X

\

Pazvemsl 05 nodkmwyesus ayduoycmpodcmb
[Tockmoqerue cemu Ethernet

Pasvems USB 2.0
Pasver DVI dng nodkiwyenus moHumapa |

[Todknwyerue MaHunyASmapa muna Meiws” /

unu knabuamypsl

Pucynok 1 — INoakirouenue cepepa (BHEIIHUHN BUJ U
pAacIoyIoKEeHNE Pa3beMOB MOXKET OTJIMYAThCS OT IPUBEIAECHHOTO)

CTB®.426484.018-10I1C
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9. 3amMeTKH MO KCIUIYyaTAIUM U XPAHEHHUIO

9.1. Ctporo 3ampermaercsi CpbIBaTh 3alUTHBIC HAKJICHKH,
JIOTOTHITBI ¥ TUTOMOBI.

9.2. 3ampemaercs  MOABEpPraTh  M3JENNE  BO3ICHCTBUIO
HAMpaBJICHHOTO  DJIEKTPOMAarHUTHOTO M HMOHU3UPYIOLIETO
U3ITy4YCHUSI.

9.3. 3anpemaercs MpoBeAcHUE JIOOBIX PabOT B KoOpmyce
W3JIENNs1, HAXOSILEroCs MO HapsKEHUEM.

9.4. Ilepen Ha4yajoM AKCILTyaTaluu HE00X0MMO
BBIJICP)KAaTh M3JIEJINE HE MEHEee JByX YacOB B TEMIICPATYPHBIX
YCIIOBHSIX DKCILTyaTaIlHH.

9.5. HeoOxoaumMo  COXpaHATh  YNAKOBKY B  TEYCHHE
rapaHTUHHOTO CPOKA IKCILTyaTallHH.

9.6. K MoHTaxxy U 00CTY>KMBAaHUIO H3IENUs JTOMYCKAIOTCS
7N, [POUICAIIME  MOJArOTOBKY W O3HAKOMJICHHBIE  C
IOKyMEHTaleld Ha W3JeNue, 3HAIONME MPaBWIa TEXHHUKH
0€30MacHOCTH M HUMEIOIKE KBATM(GUKAMOHHYIO TPYHIy TI0
TEXHHUKE 0€30MaCHOCTH HE HUXKE TPETHEH.

9.7. llogxmroyeHwe cepBepa MPUBEICHO HA PUCYHKE 1.

BHUMAHHUE!!!! st BbITOJIHEHM I byukumia
MOHUTOPHHIAa cepBepa  00M3aTEeJbHBIM  YCJIOBHEM
SIBJISIETCS MOJAKJIIOUeHNe KOHTPosuiepa STS-4940 k ceTn
Ethernet. Kontposuiep u cepBep I0/KHBI HAXOAUTHCS B
OTHOM BBIYMCJIUTEIbHOM CETH.

14 CTB®.426484.018-1011C

7. JIBUKeHMe M3eUs B IKCILTyaTAlMU

7.1. JIBueHue u3ienus pyu SKCIUTyaTaluu
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7.2. Ilpuem u nepenaya u3eaus

o
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IIpumeuanue

CTB®.426484.018-10I1C

8.2.3. CBHIETETLCTBO O MPUEMKE M TapaHTUHU

CBUIETEJIBCTBO O ITPUEMKE U TAPAHTUN

CepBep koMIUIeKCHOM cucteMbl 0e3omacHoctu S5-2U-1000
HAMMCHOBAHUEC U3ACIIUS

CTB®.426484.018-10 Ne 0000

0003HaYeEHHE 3aBOJICKON HOMED

BHJ PEMOHTA

HavMEHOBaHHE TPEIPUSITHS, YCIOBHOE 0003HAUCHHE

COrJjIaCHO

BUJ JOKYMCHTA

[TpunsT (a) B COOTBETCTBUM C 00s3aTENbHBIMU TPEeOOBaHUSIMU
rOCyJapCTBEHHBIX (HALIMOHAJBHBIX) CTAHJAPTOB U JEHCTBYIOLICH
TEXHUYECKON JTOKyMEHTAllMed W Tpu3HaH (a) roaHbIM (OH) uist
HKCIUTyaTal1H.

Pecypc o ouepennoro pemonra

napaMeTp, ONpeeNIONUNR pecype
B TEUEHUE CPOKA CIIYKOBI neT (roaa), B TOM YHCIIE CPOK

XpaHCHUA

YCIIOBHS XpaHEeHUS JIET (TOAa).

HUcnomanTtens PEMOHTA TapaHTHPYET COOTBETCTBUC H3ACINA
TpeOOBaHUAM JIEHCTBYIOIIEH TEXHUYECKOH JIOKYMEHTAlUU IpH
coOntoeHnn  moTpedureneM  TpeOOBaHMHM  AeicTBYyroLIEei
HKCIUTYaTallMOHHON JOKYMEHTAIMH.

Hauvaneank OTK
MII

JIMYHas IMoAIncCh paCHII/I(i)pOBKa IIOAIMHUCHU

rojg, MECi1, YUCJI0

CTB®.426484.018-1011C 13




8.2. Pemonrt

8.2.1.B cnyuae MNpexIEBPEMEHHOIO BBIXOJAa U3 CTPOs
U3JIeNIie B PEMOHT HANpaBJSIETCS C TMOJHOCTHIO 3aIllOJHCHHBIM
[acropToOM, MOPSAIAOK MPEIbSABICHUS pEKJIaMaluid COTJIacHO
I'OCT P 55754-2013 Ilpu OTCYTCTBHMHU 3allOJIHEHHOI'O IacropTa
peKIIaMaIy He TPUHUMAOTCSI.

8.2.2. KpaTkue 3anucu o Mpon3BEICHHOM PEMOHTE

KPATKHUE CBEAEHNMA O ITPOU3BEJJEHHOM PEMOHTE

CepBep KOMIUIEKCHOM crcTeMbl Oe3onacHocTy S5-2U-1000
HAMMCEHOBAHUEC U3ACIIUA

CTB®.426484.018-10

0003HaUeHHE

Ne

SaBOI[CKOﬁ HOMCD

NpEeANpUsATHE, JaTa

HapaOoTka ¢ Hayana sKcIuTyaTanum

napamerp, XapaKkTepU3yIOIHiA Pecypc HIIH CPOK CITYKOBI

HapaGoTka nocie nocietHero peMoHTa

napamerp, XapakTepU3yIOIHiA Pecypc HIIH CPOK CITYKOBI

HpI/I‘lI/IHa MOCTYIIICHUA B pPECMOHT

CBe]IeHI/ISI O MPOU3BCACHHOM PEMOHTEC

BUJ PEMOHTA U KPATKUC CBEACHUS O PCMOHTE

12 CTB®.426484.018-1011C

7.3. CBeieHMs 0 3aKpEIICHUHN U3 TPH SKCIUTyaTalluu

HanmenoBanue
HM3IETIUs
(cocraBHOI
4acTH) U
0003HaYEHHE

JIOKHOCTB,
bamunus u
HHUIIAAITBI

OcHoBaHue
(HanMeHOBaHHe, HOMEP U
Jlata JOKyMEeHTa)

3akpernieHue

OTKpermieHne

IIpumeuanue

CTB®.426484.018-1011C




7.4. OrpanudeHust MO TPAHCTIOPTUPOBAHHUIO

7.4.1. Ycnosus TPaHCIIOPTUPOBAHUS JIOJIKHBI
COOTBETCTBOBATh B YACTH BO3/EHCTBHS MEXaHUYECKUX (PaKTOPOB
no rpymnmne «K» 'OCT 23216-78 n00bIM BUIOM TPaHCIIOPTA, a B
YacTH BO3JEHCTBUA KIMMAaTH4eCKUX (akTopoB mo rpymnme 3
I'OCT 15150-69.

7.4.2.PaccTaHOBKa W KpEIUICHUE TPAHCIIOPTHOW Taphl ¢
YIIAKOBaHHBIM H3JICIMEM B TPAHCIOPTHBIX CPEACTBAX JOJIKHBI
o0ecrieynBaTh YCTOWYMBOE IOJIOKECHHE TPAHCIIOPTHOW Tapbl U
OTCYTCTBHE €€ NepeMEeLCHHs BO BpeMs TPaHCIIOPTUPOBAHMUS.

7.4.3.1lepen TpaHCTIOPTUPOBAHHEM HEOOXOIUMO yOEIUTHCS
B IIEJIOCTHOCTH 3aILUTHBIX IUIOMO Ha U3JIEJINU.

7.4.4.1lpu oTnpaBke H3AENUsS B PEMOHT, 110 BO3MOKHOCTH
yIIaKOBaTh €r0 B OPUTMHAIILHYIO YIIAKOBKY.

7.45.B cnydyae OTCYTCTBUS OpPWUIMHAJIBHON YIAKOBKH,
U3JeNIe YNaKoBaTh B YIAKOBOUHBIA SIIMK, IPEIBAPUTEIBHO
IIOMECTUB €ro B 4€XO0J W3 IMOJUATWICHOBOM IUIEHKHU. M3nenue B
YIIaKOBOYHOM  SIIIMKE JOJDKHO  OBbITh  IPEAOXPAaHEHO  OT
nepeMeIieHus IepEeBIHHBIMU WM TICHOTIACTOBBIMU KOJIOIKAMU

7.4.6. YnakoBka JOJKHA COOTBETCTBOBaTh TPEOOBAHUIM
I'OCT 23088-80 m oOecneuynBaTh COXPAHSIEMOCTb B YCIOBHAX
TPaHCHOPTUPOBAHUS.

7.4.7.YIakOBOYHBIA  SIMIUK  JOJDKEH  HMETh  OIHCH
BJIOXKEHUH, COTJIACHO KOTOPOH MPOU3BOJAT YIAKOBKY.

7.4.8.Ha ynakoBOYHOM SIIIMKE YKa3aTh IOJIHBIA ITOYTOBBIH
ajZipec OTIpaBHUTENs, BKIIOYas HMHJIEKC, JaHHbIE KOHTAKTHOTO
nuna, TeneQoH.

7.4.9.3anpermiaercst XpaHeHUE U TPAHCIOPTUPOBAHHE IPH
HAJIMYUM B OKPYXKAIOIIEM BO3AyX€ TOKOIPOBOASAIIEH MbLIH,
arpecCHUBHBIX ITAPOB U Ta30B.

10 CTB®.426484.018-1011C

8. PeMOHT u yueT paGoThl 10 0I0JIETEHSIM U YKA3aHUSIM

8.1. Yuer paboThl O OIOJIJIETEHSIM U yKa3aHHUSIM
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